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4.3.3 Y E{ 3 (Network)
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B2 FAH7 2220 M2 + UASKIE 2TH2z 250 0|8 SHAIEXH

(PEPYOIA B&SH= =2l WMz, 8 AT PE)2 3 Z2(XHPAZ T4
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75;*_"' IIILI‘EIXI‘ . IX:-II_:L _T_x”gl. El)\/\ Al.olol EAl A2E2 AHA‘|‘5|.71|_|- *l/\'é‘l.jl Ol'(')'} ZA™M e XKH
(PA, Policy N T o em ems e e e =es e
o A X H(PEP)O A MHSH= =2 7HA
Administrator)
o T FAHZI 2laa0 MY = UsXE HBHOE AHSE =2H HHE,
B Qlxl YHPE XFPPLEREH LMEEE Hotg = Us Lz(E0| Chpt YHS
(PE, Policy Engine) S50, o 2lax HZ 2¥EE S HRE 22 WX ¢ZE S HEfQ
gog #2849
HHA XA o T FHQ 2l AO|E AHASD ELHYSHH XSHOE HAAZ TESIe
(PEP, Policy Enforcement =2|& JiME, pDPL| T HE[Xt0AH B2 282 WHstD M2 52 R E
Point) Mo AHxY ™2 MMo AF ety
o TMZAMX|EO| M AYZ W2|= O 285t7| fIsiM =Tst AAEXRL 717] &A
HHEEXH HE S 7IE M g HEE MSS= =2l1& JHME, o2t HEo= 7ol
(PIP, Policy Information MASIALE M O{SHA] Q= 2|F OIo|Eet 7|Y WRECRE ddEl= WE HOoIHE
Point) 25" = ol X LERY, HolH T2 S, 20 OME, 7 Qg™
AFEXE B 7|7] Q15 HE, HERZ U AAHYO #e 20 S Zofe = US
o RIYO| QoM OICIME & JhsSiChe QIAIGHO 7| LRe| HESRT, AlAH
Z2 2AaA0| F2SIAX}; S OfFH AFEXRZ|Z(0| CHSHME K& 21T, MRS
HIZHMOE S x4 # £0f & H=3Hel ME|E HIt 0| H2E 585X
HEEdAE Q= HOb od gl 0|5 -_r:ﬁd-*a'ﬂlﬁﬁwl 2t oto|C|oje| Fetg 2|O|
o J0 AES USMUE £ HEHOE F Hoo ZTl ME 1N2{stH HEEZHAE!
(zero Trust Bln BHS 4 oL}, of BRI M@yt E2ASME)| te EOf Ho)
Ot 22 Hot RH=E M| o|0jF Bl AUSS st ZXE=0| T QO|E
2otE0l= O =20 & = UEE 2 7I0|E2oMs & HHoE 22 "E Q|
NZE Tojz BesD e
. HMEZE2AEQ HjES B8O 7Y o HEYD, AlAE U 22AE
HEEZHAE O}7|HK Bog = e FHNQ 2ot 1X0|H Y SXS SMoH7| e 7|gEel £y
(Zero Trust Architecture) 24, 74 24 7t QAHLOIA Ho|et 21F, MIA0f, 2ot BLHE I THA[Z}
S 2ot Hug e
- £ T2 FHIF g2aa0 HI™ o MO ® MRz FIH A0 HEE
= e BE MY HEE oO0i5tH, 0|23t HEO = AMEXILl MR, 77| El
ZEIAIE] AKX, AHBXel M ofEFZ|AolMd, BH AlZh MIZSIAXt St= 2lAA, HE
(Context) 23 HEf S8 =& = AT
e MEEZHAE Hzmk £=F0| S0tH Z2 7128 B2 HEHAE HEHE dAZICE
SHSI0 Hxf 2 Mo i sXeE MRS TS| {6 A8
as . S AIZH o) PNHO HIHE U 4 U IHE Hop AN MY
e . EIMol 432 B8 ZE TAESl AVIE £0ID, FUINY HAg s S
SRS o o 2x0| Ug
Z2H|M'Y o J|HIOIN AREXE 7]7] S0 MHIAE &H7| o East 2laA 3 ofof Cft
(Provisioning) oWl dM 52 AHHO| FH|SHD HijxZst= "EX B IPEE 2|0|
=X KISA, NI2ZEZ8{AE JI0[E2t9l 2.0
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= ABAC Attribute-Based Access Control

= ACL Access Control List

= AD Active Directory

= Al Artificial Intelligence

= AP Access Point

= AV Anti-Virus

= BCP Business Continuity Plan

= BGP Border Gateway Protocol

= BYOD Bring Your Own Device

= C&C Command & Control

= CVE Common Vulnerabilities and Exposures
= DLP Data Loss Prevention

= DR Disaster Recovery

* DRM Digital Rights Management

= eDLP Enterprise Data Loss Prevention

= eDRM Enterprise Digital Rights Management
= ECDHE Elliptic Curve Diffie-Hellman Ephemeral
= EDR Endpoint Detection & Response

= EPP Endpoint Protection Platform

* ERP Enterprise Resource Planning

= FIDO Fast IDentity Online

= FIM File Integrity Monitoring

= GPO Group Policy Object

= HRM Human Resource Management

= HTTPS Hyper Text Transfer Protocol Secure
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1AM Identity and Access Management

IAST Interactive Application Security Testing
ICAM Identity, Credential and Access Management
IDP Identity Provider
IDS Intrusion Detection System
ILM Identity Lifecycle Management
loT Internet of Things
I0A Indicator of Attack
I0C Indicator of Compromise
IPS Intrusion Protection System
ITAM IT Asset Management
JIT/JEA Just-In Time/Just-Enough Access
KMS Key Management System
LACP Link Aggregation Control Protocol
LEEF Log Event Extended Format
MAC Message Authentication code
MAM Mobile Application Management
MDM Mobile Device Management
MDR Managed Detection and Response
MFA Multi-Factor Authentication
ML Machine Learning
MTTR Mean Time To Respond
NAC Network Access Control
NGFW Next-Generation Firewall
NMS Network Management System
NSA National Security Agency
NSG Network Security Group
OAuth Open Authorization
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OIDC OpenlD Connect

OSINT Open-Source Intelligence

OSPF Open Shortest Path First

or Operation Technology

OoTP One Time Password

OWASP Open Web Application Security Project
PAM Privileged Access Management

PHI Protected Health Information

Pll Personally Identifiable Information

PKI Public Key Infrastructure

PMS Patch Management System

PQC Post-Quantum Cryptography

QENC Quantum-Communication Encrypted Device
QKD Quantum Key Distribution

QoS Quality of Service

RBAC Role-Based Access Control

RIP Routing Information Protocol

ROI Return on Investment

RPA Robotic Process Automation

Saa$S Software as a Service

SAML Security Assertion Markup Language
SBOM Software Bill of Materials

SDLC Software Development LifeCycle

SDN Software Defined Networking

SDP Software Defined Perimeter

SIEM Security Information and Event Management
SOAR Security Orchestration, Automation and Response
SOC Security Operation Center
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SSH

SSL

SSO

STP

Tl

TLS

UEBA

UEM

VDI

VM

VPC

VPN

WAPP

WORM

XDR

XML

ZTNA

Secure Shell

Secure Sockets Layer

Single Sign On

Spanning Tree Protocol

Threat Intelligence

Transport Layer Security

User and Entity Behavioral Analytics
Unified Endpoint Management
Virtual Desktop Infrastructure
Virtual Machine

Virtual Private Cloud

Virtual Private Network

Web Application & API Protection
Write Once Read Many

eXtended Detection & Response
eXtensible Markup Language

Zero Trust Network Access

180
HEEMAE Mar nd sfMA



xd

=L PN

A

SKEH

4+
r
K
xr

E
Jor

v

al

e

ol

8l

ol

4+
r

ol
=0

E

ol

ol
i

o

w

<1

Bl
!

__I.L
HAXOO|ERH=E XIH e

= 7HE Y|

2to|S8lHA=2X|@ HFE B 7

1T

CHAF
- O

2|(KISIA) B2&E

£

i

ofl

8l

ol

=7






